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CYBER CRIMIE & CYBER SECURITY

Any activity commissioned via computer, digital devices, andnetworks used in the cyber realm,
and is facilitated through the internet medium. It can include the distant theft of information
belonging to an individual, government, or corporate sector through criminal trespassing into
unauthorized remote systems around the world. It includes from stealing millions of rupees from
online banks to harassing and stalking cyber users.

Cyber Crime also includes sending viruses on a different system or posting defamation
messages. Commission of cybercrime can be:

® The computer as a target-attacking the computers (e.g spreading viruses etc)
® The computer as a weapon-to commit fraud or illegal gambling
@ The computer as an accessory- to store illegal or stolen information

CYBER CRIME CATEGORIES

Hacking | Computer viruses and worms Identity theft
Malicious software | Cyber bullying Intellectual property rights

Denial of service attack | Digital piracy

SECURE YOUR
FACEBOOK

Use extra security features to
| access your account (security
code, Login alert,etc.)

Use login notification alert

Allow specific individuals to
view your content (Videos,
| Photos, Friends, etc.)

Control who can contact you

Block your profile from search
| engines

MAJOR ONLINE ACTIVITIES

In Pakistan, internet users range from 10% to 16%
of the overall population
| Audio & videocommunication | Entertainment

=¢=| | SECURE YOUR
=== / ONLINE BANKING

| e Log off and close your browser
when you are done using
| internet banking

| eWhen using ATM always
conceal the keypad before
| entering the Pin code

| » Before using ATM, make sure
that there is no extra device
installed in the surroundings
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